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What happenad to your files?
Al of your files were profected by 2 strong encryption with RSA-2040 wsng Crypto'at 3.0
Edore information aboad the encryption keys using RSA-JUE can be found bere: hitip (en wiigedia org

Vihat doas this moan?
This means that the stnaciure and data within your fles have been mnevecably changed, jrou will not be able 1o work
wath thism, read them or Sae- tham, it is the same thing as kesing tham fanever, but with our halp. you can restons them

How did this happen?
Especesly for you, on eut Sener wae génerated the secret key pair REA-2048 - publc and private.

Al your fles were encrypted with the polde key, which has been tranafermed to your computes via tha intemet

Decrypting of yeur files ks only posaible with the help of the private ley and decrypt program, which i on our gecret senes

What do | do?

Alas_ i you do red take the necessary measures for the specified time then the conditions for obiaining the private key will be
changed

¥ you really vale your daga. then we suggest you do ROt washe valuable fire searching for cther sclutions because they da not
st

For mese specilic ingiruchions. plesss sl youw personal homa page. 1heve ae 3 few dilerent addeesses pombing to youw page

Iﬁw soma rulm!h-l lﬂw:u ara n:ul aadakle Mwlhu-l w:

1 MHIBJIW EAall tou-EeowEar w&ﬂﬂmml_ﬁﬂ
2 Afver 5 successhul installation. um e browser and wad for inftializetion

3 Type in the addrese bar peyrlyysie il syl
4. Follow the instnactions on the site

IRRPORTANT IMFORMATION:

Your Farsonal FAGE fmar "y ekl bsvirptarerm s ey e
Your Persanal PAGE(using TOR) pepeesdgyeonll o Wylsb

Yeur penacnsl code (if you open the ste o TOR 's) disctly) Wkl

CryptoWall 3.089E=
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Your computer has been encrypted

d Y Ar 10

Mews

WARNING

S8 B0 8 134 e PO TS FyTa T T R mer e T

You became victin of the PETYA RANSOMWARE?

The harddisks of powr computer hawve been encrypted wmith an Military grade
encryption algorithm. There is no way to restore your data without a special
key. You can purchase this key on the darknet page shown in ztep 2.

To purchaze your key and resziore your data, pleaze follow these three easy
steps:

Download the Tor Browser at "htips:/ wnn. torproject.orgs". If pou need
help, please google for “access onion page”.
Vizit one of the following pages with the Tor Browser:

-]

Enter your personal decryption code there:

If you already purchased vour key, please enter it below.

He

PETYABIRRBNREER
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|l 9 © e o |5 PassportcopyErick Harrison - Me@ o B = =] HO7U =+ + [ E 00T w%ﬁ'ﬁﬂ?‘r@l 2
m Mestage » @ N mesiage = @
o o o Sl Sent Wed 245 AN From: EEE S S Soeme—me St Wed 10:32 FM
T Ta:
e £
Subject: Passport tapy Erlck Hamizon Subjec: ZSOTIL Four onder has been declined .
s | BB vk Harsan. i (2 KB) L Message | BB % 907114 Yaur oriler has been deciined:sp 2 KE)
- é
Please find attached copy of the passport for my wife and daughter as = Deapeus LosEy &
requ::::.zd. ptI;:sE nol; :lE{I!EEd to complete on the purchase in 4 T ——
weeks fram the agreed date.
Ficd d Please see attachment for detalls.
nd regards,
Thank yau,
Erick Harrison Marin Chrictian
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Exploit kit BlackholeRJiZ&I & E®E

® SweetOrange 35%
® Angler 20%
e Magnitude 15%
® Rig 11%

Nuclear 9%
e FlashPack 4%
® Neutrino 3%
® Fiesta 2%
® Neosploit 1%
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*1 : FBI, 2015 June,
https://www.fbi.gov/sandiego/press-releases/2015/fbi-warns-public-of-cryptowal |-ransomware-schemes

*2 : |CIT (Institute for Critical Infrastructure Technology ), 2016 March,
http://icitech.org/wp-content/uploads/2016/03/ICIT-Brief-The-Ransomware-Report2.pdf
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